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Please Read: 
Answers must be from your own words and explanation. Any sign of plagiarism will be automatically flagged and the entire test will receive a total mark of 0%.  Also, just submitting a memory dump that includes irrelevant or incorrect answers among the correct ones will likely cause deduction of marks.
Instructions:  

Record the results of the following questions on the appropriate pages using screenshots in order to receive marks for these questions. Once completed, ask the examiner to put you in a breakout room and he will ask you questions regarding how you obtained your results before you submit this lab examination paper and any software files you have used to obtain those results to the dropbox by zipping all the files into one zip file with your full name, followed by Lab Exam.zip as the file name and extension. For example, John Smith Lab Exam.zip

Remember, save your files every minute or so by pressing, for instance, Ctrl-S, so that, in the event anything goes wrong, you only lose up to a minute or two of work.

Question 1:










[3 marks]
You are hired as an IT consultant and technologist to plan and implement the IT infrastructure in a small office.  There are up to 10 devices the office needs to connect to the network with Internet access, including PCs, laptops, network printers, servers, cellphones, and tablets.  You’ve decided to go with Bell and they will provide you with a cable modem with an IP address of 151.103.5.0/24 with only one Ethernet port.  What will you need to purchase in order to complete the IT infrastructure? List all you need to purchase below (omit the quantity of each item for now):

Question 2: What network topology do you need to implement this network:
 [2 marks]
Question 3: Use an appropriate software tool you used throughout the semester, perform the following:
Set up the physical network topology using all of the above devices, just one of each at this time. Create 2 subnets so that the wired devices belong in one subnet and the wireless devices belong in the second subnet. After you have completed the set-up with all the connections successfully made, paste the screenshot of your topology below. Remember that you should use reasonable connection media for the devices. For instance, you do not use Ethernet cable to connect the wireless router to a cellphone:












[7 marks]

Question 4: 

Assign the appropriate IP addresses of your choice to all the devices, making sure that they conform to normal practice of assigning IP addresses, i.e. which IP addresses should be dynamic and which ones should be static. 

[5 marks]

Write down the device names and their corresponding IP addresses below:
Question 5: 

Using command prompt, show the IP address of one cellphone below using a screenshot:
[2 marks]

Question 6: 

What have you done to get the IP addresses for all the devices? 
[2 marks]

Question 7: 

What is DHCP and what settings have you set on the DHCP server? Show the examiner below with a screenshot.
[4 marks]

Question 8: 

What is the IP configuration of the server? Justify your choice below with a screenshot showing its IP configuration.
[5 marks]

Question 9: 

What is the MAC address of the server?

[2 marks]

Question 10: 

Show, using a screenshot, that the PC is connected to the server:

[3 marks]

Question 11: 

Show the printer’s IP configuration below with a screenshot:

[2 marks]

Question 12: 

Show, with screenshots, all the wireless settings of the wireless network in this office.

[3 marks]

Question 13: 
What are the subnet ID for each subnet with subnet mask:
	IP Address
	Subnet Mask

	
	

	
	


Calculate the valid ranges for each subnet:

	Subnet
	First Available IP
	Last Available IP

	
	
	

	
	
	


[10 marks]

Print your name here after showing your results to the examiner:_______________________ 
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